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Korun Anekcannp CepreeBud

HUHCTPYKLUA
10 OPraHU3auui AHTUBHUPYCHOI 3a1IMTHI B HH(POPMAIMOHHBIX CHCTEMAX
NepPCOHAJIbHBIX JaHHBIX

1. OO0mmue nosnoxkeHus.
1.1. Hacrosimast MaCcTpyKIMs pazpaboTaHa B LENSAX 3alUThI MIEPCOHATBHBIX JaHHBIX (nanee — [1/1H)
B MH(OPMAILIMOHHBIX cUCTeMax MepcoHanbHbIX NaHHBIX (nanee — MCIIAn) UIT Kotuna Anekcanapa
Cepreesuua (MHH 662314246941, OI'PHUII 318665800034671) (manee — Omneparop) oOT
HECaHKLMOHUPOBAHHOTO KOMUPOBAHUS, MOIU(UKALIMM U YHUUTOKEHUS 110/ AEHCTBUEM BUPYCOB U
JPYroro BpeloHOCHOTO nporpammHoro obdecneuenus (naiuee — [10);
1.2. Hacrosimas MHcTpykius pa3paboTaHa B COOTBETCTBUU C PYKOBOISIIMMH U HOPMATHBHBIMU
JIOKyMeHTaMu peryisitopoB Poccuiickoit @enepaninu B 06J1aCTH 3alUTHI IEPCOHATBHBIX JAHHBIX;
1.3. TlonwszoBarenem WCII[In (manee — Ilonmp3oBatensb) siBasieTcss coTpynHuk Omeparopa,
Y4acTBYIOUIMII B paMKax BBINOJHEHUS CBOMX (YHKIMOHAJIBbHBIX OOS3aHHOCTEM B Ipoleccax
aBTOMaTU3UpOBaHHOM oOpaboTku IIJIH W umeromwmii gocTyn K anmapaTtHeiM cpeactBam, [10,
JTaHHBIM U cpeacTBaM 3amuThl HHGpopmanuu UCII/IH (nanee — C3N);
1.4. Opranmzanus antuBupycHoit 3amutsl UCITIa npu o6padotke [1/In TTons3osarensmu UCTI
OCYIIECTBIISIET OTBETCTBEHHBIN 3a 0OecriedeHre 6€30MacHOCTH MEPCOHAIBHBIX TaHHBIX;
1.5. Kontpons Hag pabotoil [lonp3oBaTens mo NpUMEHEHUIO Ha aBTOMAaTH3MPOBAHHBIX pabOdMX
mecrax (nanee — APM) MCII/IH aHTUBHPYCHOW 3allUThl OCYIIECTBJISET OTBETCTBEHHBIM 3a

oOecrnieueHre 6€30MacCHOCTH MEPCOHATbHBIX JJAHHBIX.
2. OpraHu3zanusi aHTUBHPYCHOM 3a1IUTHI

2.1. K npumenenuro Ha APM wu cepBucax MCII/IH nomyckaercs TOJIBKO JIMIIEH3UOHHBIE H
ceprupuunposanubie ®CTOK Poccun aHTUBUPYCHBIE CPENICTBA;

2.2. K HacTpoiike CHCTEMBl AHTHBHMPYCHOM 3alUTHl JOIYCKAIOTCA TOJIBKO YIIOJHOMOYEHHbIE
COTPYJHUKH, YTBEpKIeHHbIE OnepaTopom;

2.3. Tlonb30BaTensiM 3alpelieHo BMEIINBATLCSA B paO0OTy CUCTEMbl aHTUBUPYCHOW 3aIUTHI.



2.4. 0060 Bcex HEUCHPABHOCTAX wWiaM Hemosankax Ilomp3oBarens 00s3aH  COOOIIMTH
OTBETCTBEHHOMY 3a oOecrieueHne 0e30macHOCTH ePCOHANIBHBIX TaHHBIX OnepaTopa;

2.5. Ha APM UCIIn 3anpemiaercss yctanoBka 110, He CBSI3aHHOTO ¢ BBINOJHEHHEM (YHKIIHH,
MPeyCMOTPEHHBIX TEXHOJIOTHYECKUM MPOIIecCOM 00paboTku uHpopManuu;

2.6. Ilonp3oBarenb npu padboTe cO CbEMHBIMU HOCHUTEISIMU MH(GOpMaLUU 00s3aH Iepesl HayaloM
paboThl MPOBECTH WX MPOBEPKY CPEICTBAMH AHTUBUPYCHOH 3aIIMTHI HA MPEIMET OTCYTCTBHUS
KOMIIBIOTEPHBIX BUPYCOB U BPEIOHOCHBIX IIPOrPaMM;

2.7. Bce daktpel MoguduKanuy U paspylieHus gaHHbIX Ha cepBepax wir APM UCII/IH, a Takxke
3apakeHHe UX BHUpycaMu Wi BpeAoHOCHBbIM [1O, MOMmKHBI aHATU3UPOBATHCS OTBETCTBEHHBIM 32
obecriedeHre 6€30MaCHOCTH EPCOHANBHBIX JaHHBIX;

2.8. OtBercTBEHHBIN 3a oOecriedyeHHe O€30IaCHOCTU IEPCOHANbHBIX JAHHBIX OCYIIECTBISET
MOJIHYIO MpoBepKy xecTkoro aucka APM u ceBepoB UCIIJIH U cheMHBIX HOCUTENEH HA HAIUYUE
BHUpYycoB U BpenoHocHoro [10 He pexe 1 pasza B mecs;

2.9. Hactpoiiku antuBupycHoro [1O ompenensiercss NOJUTHUKAMHU LIEHTPAIUM30BaHHOIO CcepBepa
aIMUHHUCTPUPOBAHUS, U  IPUMEHSIOTCS C IOMOIIBIO  «ATrE€HTa  aJIMUHUCTPUPOBAHUSD,
yctaHoBieHHoro Ha APM u cepsepax UCII/1H;

2.10. AntuBupycHoe IIO nomkHO 3amyckaTbCsi aBTOMATHYECKH IIPU CTapTe OIEpaluOHHOU
cucrembl APM u cepsepoB VCII[IH 1 QpyHKIIMOHUpPOBATH 70 3aBEpLICHUS PAOOTHI OTEPAIIMOHHOMN
CUCTEMBI;

2.11. Ha APM wu cepsepax HUCII[IH nomxHO ObITh mpeaycMmoTpeH 3amper [lomp3oBarensiM Ha

OJIOKMPOBKY U BBITPY3KY aHTHBHpYCcHOro I10.
3. JeiicTBusi Ipu 00HAPY’KEHUH BUPYCOB

3.1. Ilonp3oBaTenu npu OOHAPYKEHUU WJIM TOSBICHMS MOJO3PEHUNM Ha HAJIWYHE KOMIBIOTEPHBIX
BHUPYCOB WM BpeAaoHocHOTO [1O 00s13aHbI HEMEIIEHHO MTPEKPATUTh Kakue-I1uoo neiicteust Ha APM
NCTI[JH v mpoBecTH JiedeHHE 3apa’K€HHBIX (DaljioB MyTeM BBIOOpA COOTBETCTBYIOIIETO ITyHKTa
MEHIO aHTUBUPYCHOM ITPOrpaMMBbI U 3aT€M IIPOBECTU NOBTOPHBIN aHTUBUPYCHBIN KOHTPOJIb;

3.2. B ciaywae oOHapyXeHUsT Ha CBEMHBIX HOCHTEISIX HMH(GOpMAIMM HOBOTO BHUpyca WIU
BpenonocHoro I1O, we momnmatomerocs Jedenuto, [lomp3oBarens o00s3aH TPEKpaTUTh MX
HCIOJIb30BaHUE;

3.3. B cayuwae oOnapyxenus Ha APM UCIIJIlH He mnopmaromierocs JEYSHHIO BUpyca WU
BpenoHocHoro IIO, Ilomb3oBarens 00s3aH IOCTaBUTh B H3BECTHOCTh OTBETCTBEHHOTO 3a
oOecrnieueHre O€30MacCHOCTH MEPCOHANbHBIX JAHHBIX M MpeKpaTuth padoTy Ha APM, mpuHsTH B
BO3MOXXHO KOPOTKHE CPOKHM HEO0OXOJHMMbIE MEphl K YCTpPaHEHHIO BHpyca (OOHOBUTH MaKeT

AHTUBHUPYCHBIX ITPOTPaMM U T.II.).



4, OTBETCTBEHHOCTH

4.1. Tlomp3oBarens HeCET INEPCOHAJIBHYIO OTBETCTBEHHOCTH 3a OCYIICCTBJICHUC PEriIaMCHTa

ucnosibzoBanus Ha APM MCII/IH aHTUBHUPYCHBIX CPEJICTB.



JIner o3HaKoMJIeHU s
¢ UHcTpyKkuueil mo opranu3anuy AaHTUBMPYCHOM 3a1IUTHI B UH(POPMAIIMOHHBIX CHCTEMAaX

nepcoHaabHbIX 1aHHbIX UII KoTtnna Anexkcanapa CepreeBuya

dUO [Toanuck Jlata
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